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Patents on Intrusion Detection in 1994: 
 
CA2125445 Intrusion and suspicious user detection device for a computer installation 

and security system incorporating said device  
GB2278016 Pyroelectric infared detector  
EP0609043 Methods and apparatus for intrusion detection having improved immunity 

to false alarms  
JP6258194 Car safety sensor system and its operating method  
WO9409529 Cable for use as a distributed antenna  
US5371509 Planar microwave transceiver employing shared-ground-plane antenna  
JP6203279 Intrusion detector  
WO9407222 Intrusion detection system  
DE4327664 Burglary-detection arrangement (intrusion-detection arrangement)  
EP0583195 Alarm signal elaboration device  
EP0581569 Intrusion detection system utilizing adaptive sensor technology  
CA2099971 Detection Signal Evaluation at Varying Signal Levels  
CA2127804 Antitheft System and Antitheft Apparatus  
JP6323905 Passive infrared detection device  
US5347094 Elevator shaftway intrusion device  
JP6309687 Optical head and optical information recording/ reproducing device using 

this optical head  
JP6307928 Infrared detector having limited detection area  
JP6301868 Intruder monitoring method  
JP6294667 Rotary encoder  
US5322995 Charge integration preamplifier for use in radiation detection circuitry  
JP6018209 Piston rod position detector for hydraulic cylinder  
WO9420937 Intrusion detection apparatus  
CA2157894 Intrusion detection apparatus  
WO9400732 Distributed fiber optic sensing system  
JP6249871 Piezoelectric vibration sensor  
US5352895 Pyroelectric device  
JP6198844 Hydraulic transfer device  
JP6201837 Investigating apparatus of magma activity direction  
US5281809 Method of operating light curtain with deactivated zone control  
JP6184880 Weft detection feeler for water-jet loom  
JP6186189 Oxygen sensor  
JP6180365 Gate monitor  
JP6170286 Chemical spraying machine  
JP6160253 Gas sampling method and unit for mass spectrometric gas leak detector  
US5376922 Wireless bistatic link intrusion detection system  
JP6111146 Invasion monitoring device  
JP6076175 Active type radiation beam intrusion detector  
JP6076174 Active type radiation beam intrusion detector  
JP6076173 Active type radiation beam intrusion detector  
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JP6076171 Alarm decision system for burglar system on burglar monitoring board  
US5291196 Collision-avoidance method for cooperating carriers and onboard optical 

assembly designed for its implementation  
FR2694650 Parametric analyser for intruder detector using pressure sensor - includes 

microprocessor for memorising and comparing signals in order to set 
detection thresholds and sense abnormal signals  

JP6052450 Heat ray type intrusion detector  
JP6052449 Intruding body detecting device  
JP6044603 Pinhole plate for optical head device and main beam detector  
US5376919 Vehicle intrusion detector  
USRE34788E Pressure change intrusion detector  
US5278901 Pattern-oriented intrusion-detection system and method  
JP6012695 Method for processing optical information  
JP6044763 Information processor having dustproof mechanism  
US5311024 Lens arrangement for intrusion detection device  
JP6046316 Shaking controller for video camera  
IL100173 Intrusion detection apparatus  
US5283400 Elevator shaftway intrusion device  
CH683305 Controlled current supply ensuring readiness of monitoring installation - 

uses economy voltage detector to monitor state of change of storage 
element and switch AC=DC converter only when necessary  

US5309144 Proximity sensing security system  
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Patents on Intrusion Detection in 1995: 
 
WO9530562 Security device  
EP0683400 Method and device for movement detection using ultrasonics and the 

Doppler-effect, and intrusion alarm device for a compartment, particularly 
of a vehicle  

CA2144105 Method and System for Detecting Intrusion Into and Misuse of a Data 
Processing System  

IL112881 Taut wire intrusion detection system  
GB2286074 Location independent intrusion detection system  
EP0660284 Infrared human detection system  
US5475365 Methods and apparatus for intrusion detection having improved immunity to 

false alarms  
WO9513944 Programmable multi-access verification vehicle monitoring system  
WO9511146 Vehicle security system  
US5450062 Detection system with reduced sensitivity to pin diode effect  
US5473311 Method and apparatus to distinguish human intruder and animal intruder  
US5465080 Infrared intrusion sensor  
US5446446 Differential, multiple cell reflex cable intrusion detection system and 

method  
WO9502833 Light curtain  
DE4420431 Theft prevention system with micro-mechanical accelerometer  
JP7336615 Image display erasing device  
JP7327340 Motor speed detector  
US5468960 Pyroelectric infrared detector  
US5461364 Intrusion detection device  
JP7296068 Refuging guidance supporting device  
US5417586 Fitting detection connector  
JP7265202 Rice cooker  
JP7274157 Maritime monitor device of vessel or the like  
JP7004123 Electronic dial lock with secret intrusion detecting mechanism and detecting 

method of secret intrusion  
JP7264108 Transmitter  
JP7264132 Submarine communication system  
JP7249182 Security system  
JP7213111 Culm-position detection apparatus of reaping harvester  
AU664132 Methods and apparatus for intrusion detection having improved immunity to 

false alarm  
JP7178549 Abnormal voltage protective circuit for arc welding equipment  
JP7183971 Automated security system  
JP7172262 Airbag device for vehicle  
JP7167952 Proximity fuse  
JP7164075 Slug float detection device  
JP7160956 Intrusion supervisory equipment  
US5473336 Cable for use as a distributed antenna  
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JP7131052 Semiconductor radiation detecting element, gamma-ray neutron beam 
detector and dosimeter  

JP7117299 Handling equipment of medium  
JP7115887 Termite damage detection sensor  
US5463595 Portable security system for outdoor sites  
JP7098792 Monitoring TV telephone set  
DE4333008 Digital correlation logic  
JP7084554 Liquid crystal display device  
FR2710172 Device for infrared detection of the crossing of a boundary which is 

physically represented by two parallel planes  
JP7067514 Microwave rat-controlling apparatus  
JP7074762 Bus line data controller  
JP7065272 Ultraviolet sensor  
JP7057181 Safety device for vehicle  
FR2709010 Installation for intrusion detection, of the type using radiating cables buried 

in the ground  
FR2708774 Safety device with bi-directional radio link  
JP7049382 Moving robot  
US5448668 Method of detecting changes to a collection of digital signals  
JP7021474 Passive type heat ray detecting device  
JP7140818 Image forming device  
JP7000918 Controller for oscillating sorter  
US5440290 Proximity detection device for protection of personnel against exposure to 

hazardous radio frequency radiation  
US5440498 Method for evaluating security of protected facilities  
US5459569 Nonintrusive modular particle detecting device  
US5420567 Combination fire/intrusion alarm detectors using active infared elements  
US5396217 Phase shift analysis for vehicle intrusion detection  
US5444431 Intrusion monitoring device  
US5434557 Intrusion detecting apparatus  
US5414409 Alarm system for detecting an audio signal when glass breakage occurs  
US5444432 Detection signal evaluation at varying signal levels  
GB2282449 Audio intrusion detection system  
US5392027 Full bridge strain gage deflection sensor  
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Patents on Intrusion Detection in 1996: 
 
Ca2179801 Security sensor arrangement  
Wo9627862 Noise sensing method and acoustic intrusion detection device  
Wo9617262 Multiple modal optical fiber intrusion-alarmed communication and sensor 

systems  
Jp8316885 Echo canceller  
Us5506574 Multi-functional intrusion warning system for branch circuits of a home 

and the like  
De19516398 Force detection sensor for intrusion alarm system  
Jp8297784 Block net  
Us5570079 Home security system for detecting an intrusion into a monitored area by 

an infrared detector  
Wo9606865 Infrared intrusion detector with obscuring detecting apparatus  
Jp8285464 Method and device for detecting skull in refractory wall of molten metal 

container  
Us5576972 Intelligent area monitoring system  
Jp8259166 Hand guard boot safety device of escalator  
Jp8263755 Object detecting system  
Jp8235458 Mobile object detector provided with illuminating means  
Be1009125 Selective intrusion detection process and device  
Jp8219936 Water intrusion sensitive optical fiber and cable employing it  
Jp8207710 Burglarproof device for vehicle  
Jp8196183 Termite detecting apparatus  
Jp8182456 Rat detector  
Jp8184079 Muddy-water intrusion preventive device  
Us5486810 Infrared detector for detecting motion and fire and an alarm system 

including the same  
Jp8159755 Method for detecting phase difference between image pair  
Us5489892 Infrared human detector not barred by an intervening obstruction  
Jp8161662 Guard terminal equipment  
Jp8153618 Current lead for superconducting device  
Jp8145285 Safety device of optical type  
Jp8138093 Automatic ticket checking and collecting machine  
Jp8091756 Safety protecting fence  
Us5578988 Intrusion detection system having self-adjusting threshold  
Jp8083383 Device and method for monitoring intrusion  
Gb2293038 Security alarm system  
Jp8075943 Heat shrinkage type detection module for water intrusion for optical fiber 

cable  
Jp8055426 Magnetic disk device and its address mark detection  
Jp8032510 Start-up method for mobile communication equipment, mobile 

communication equipment and stationary communication equipment  
Jp8030884 Monitoring system  
Us5581236 Methods and apparatus for intrusion detection having improved immunity 
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to false alarms 
Jp8016964 Alarming device  
Jp8016940 Intrusion alarm device  
Us5512874 Security device  
Us5499012 Intrusion detector test circuit which automatically disables a detected-event 

indicator  
Us5510766 Intrusion detection system  
Us5557742 Method and system for detecting intrusion into and misuse of a data 

processing system  
Us5491467 Location independent intrusion detection system  
Ep0720938 Motor vehicle security sensor system  
Us5557254 Programmable vehicle monitoring and security system having multiple 

access verification devices  
Us5578990 Intrusion detection alarming device  
Us5543776 Vehicle security system  
Us5559496 Remote patrol system  
Us5506566 Tamper detectable electronic security package  
Gb2290614 Intrusion detection apparatus  
Us5510765 Motor vehicle security sensor system  
Ru2069013 Device of warning signal system for detection of intrusion into guarded 

room  
Ca2051913 Procédé de dispositif de transmission d'information sur fibre optique avec 

détection et/ou localisation d'intrusion  
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Patents on Intrusion Detection in 1997: 
 
JP9318597 Gas sensor  
GB2310720 Intrusion detecting apparatus for a vehicle  
CA2198693 Intrusion detecting apparatus for a vehicle  
WO9725696 A system and method for detecting an intruder  
WO9722955 Open transmission line intrusion detection system using frequency 

spectrum analysis  
JP9133631 Multiplex-board type thin-film carbon monoxide sensor  
WO9701160 Intrusion sensing systems  
JP9314811 Intrusion-detecting device for printing press  
JP9119983 Airport-surface surveillance and runway-intrusion alarm system  
US5693943 Passive infrared intrusion detector  
JP9273125 Detection method of car intrusion in construction section  
JP9274080 Intrusion detector for vehicle  
US5650773 Multi-functional intrusion warning system for branch circuits of a home 

and the like  
JP9257744 Air/fuel ratio  
JP9253584 Controller for shaking separator  
JP9257925 Transponder with collision danger detection function  
JP9245209 Infrared ray type human body detector  
JP9239322 Unpolished rice partition controller for oscillating separator  
JP9237390 Burglar prevention device  
JP9231474 Wireless calling system  
JP9231444 Automatic teller machine  
JP9218837 Network security system  
JP9212705 Detector and paper sheet discrimination device provided with the same  
DE19603676 Unauthorised intrusion into connection, detection device  
US5594418 Self-contained dual panel window screen alarm  
JP9195307 Interference preventive device of construction machine  
US5689243 System and method for tamper detection  
JP9185778 Area sensor  
JP9185775 Intrusion monitoring device and sensor for the device  
DE19548578 Position-selective passive IR intrusion sensor especially for IR alarm units  
JP9168340 Nutritive solution culture and device therefor  
JP9168359 Termite detection apparatus and termite alarming apparatus  
JP9145732 Vehicle speed sensor  
JP9135271 Repeater  
JP9135368 Digital horizontal synchronizing separator circuit  
JP9121742 Termite detector  
JP9107407 Conference speech controller  
JP9101174 Rotation detector protection structure  
US5641963 Infrared location system  
JP9093687 Noise sound suppression circuit  
JP9091093 Contact type input device and station service equipment  
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US5685636 Eye safe laser security device  
JP9065320 Catv receiver  
JP9050585 Intruder monitoring device  
US5621385 Intrusion alarm and detection system  
JP9073204 Image forming device  
JP9009249 Intrusion monitoring method using picture processing  
US5682133 Programmable vehicle monitoring and security system having multiple 

access verification devices  
US5638046 Security system  
EP0788643 Intrusion detection system  
IN179054 A sensor for taut wire fence intrusion detection  
RU2073908 Method for detection of intrusion into protected room  
GB2303753 Optical fiber transmission with intrusion detection and location  
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Patents on Intrusion Detection in 1998: 
 
Número de 
publicación 

Título 

RU2103744 Guarding alarm system 
RU2123727 Device for detection of intrusion 
RU2122238 Intrusion protection device 
RU2116672 Method for detection of intrusion into monitored space with guarded 

object and device which implements said method 
CA2262895 Intrusion detection system using quiet signal band detection 
AU7754098 Intrusion detection system using quiet signal band detection 
CA2207119 Intrusion detection system using quiet signal band detection 
US5852402 Intrusion detection system 
CA2242870 An electronic intrusion detection system for monitored environments 
US5850515 Intrusion control in repeater based networks 
EP0886841 Open transmission line intrusion detection system using frequency 

spectrum analysis 
WO9855972 Intrusion detection system using quiet signal band detection 
JP10248467 Termite sensor and termite intrusion detection system 
US5818337 Masked passive infrared intrusion detection device and method of 

operation therefore 
WO9843220 Walk-test control circuit for security alarm device 
US5808547 Intrusion alarm and detection system 
AU3850097 An electronic intrusion detection system for monitored environments 
WO9835846 Aos fan modulation systems 
US5796353 Fault monitoring event detection device 
US5793286 Combined infrasonic and infrared intrusion detection system 
US5790025 Tamper detection using bulk multiple scattering 
WO9828724 An electronic intrusion detection system for monitored environments 
GB2319842 Vehicle intruder alarm 
EP0845765 Intrusion detection system 
FR2756084 Intrusion detector system with several sensors linked to central 

controller 
FR2756081 Intrusion presence detector producing detection signals 
JP10105840 Automatic intrusion detection system 
US5748092 Ceiling tile moisture detection system 
US5748083 Computer asset protection apparatus and method 
US5742231 Intrusion detection system 
DE19646462 Intrusion monitoring system in passage opening especially doorway 
WO9813235 Pyroelectric intrusion detection in motor vehicles 
DE19639536 Home security system with IR intrusion detector 
GB2317486 Intrusion sensing systems 
EP0826987 Filter disc for infrared intrusion detector 
US5712973 Wireless proximity containment security 
US5712937 Optical waveguide including singlemode waveguide channels coupled 
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to a multimode fiber 
US5705984 Passive intrusion detection system 
US5705982 Intrusion detection, register and indication apparatus 
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Patents on Intrusion Detection in 1999: 
 
Número de 
publicación 

Título 

SK279812B Vehicle anti-theft device 
RU2143136 Guarding alarm device 
RU2133046 Method of detection of intrusion of moving object into control zone 
RU2130646 Method for detection of objects in monitored region 
HU9902390 An electronic intrusion detection system for monitored environments 
US5991881 Network surveillance system 
EP0964361 Protection of sensitive information contained in integrated circuit cards 
WO9960462 System, method and computer program product for automatic response 

to computer system misuse using active response modules 
US5986548 Radio-linked intrusion alarm system 
US5986543 Programmable vehicle monitoring and security system having multiple 

access verification devices 
WO9957625 Dynamic system defence for information warfare 
US5980123 System and method for detecting an intruder 
US5973996 Ultrasound intrusion detector 
EP0957463 Articulate element for fixing to a wall and/or a ceiling a detecting 

device, in particular an anti-intrusion device 
US5942976 Passive infrared intrusion detector and its use 
US5942974 Door gasket resistance based intrusion alarm system 
AU1926199 Portable detection system with wireless signaling of intrusion condition 
JP11185173 Detection line cutting device for intrusion detection 
US5936524 Intrusion detector 
WO9940501 Active erasure of electronically stored data upon tamper detection 
US5919257 Networked workstation intrusion detection system 
WO9931903 Portable detection system with wireless signaling of intrusion condition 
EP0919969 Infra red intrusion detection system 
EP0917694 Intrusion detection system using quiet signal band detection 
US5898374 Sump alarm with radon detection 
US5898368 Test indicator control circuit for security alarm device 
US5877897 Automatic rearview mirror, vehicle lighting control and vehicle interior 

monitoring system using a photosensor array 
EP0898771 An electronic intrusion detection system for monitored environments 
US5872560 Intrusion detection security keyboard 
JP11023359 Vibration detection system, intrusion detection system and composite 

detection cable 
US5870020 Vehicle alarm for providing remote indication of infiltration 
US5860674 AOS fan modulation systems 
US5856778 Intrusion detecting apparatus for a vehicle 
EP0892521 Method and apparatus for long term verification of digital signatures 
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Patents on Intrusion Detection in 2000: 
 
   
Número de 
publicación 

Título 

CA2336775 Method and system for reducing the volume of audit data and 
normalizing the audit data received from heterogeneous sources 

RU2159960 Method for video monitoring 
RU2150123 Method for detection of intrusion of underwater object into monitored 

region of natural pool 
RU2147145 General-purpose control monitoring system 
IL128832 Intrusion detection system 
IL121285 Intrusion detection systems employing active detectors 
AU4797200 Method of communications and communication network intrusion 

protection methods and intrusion attempt detection system 
US6166641 Termite sensor and termite intrusion detecting system 
US6166627 Mobile detection and alert system 
US6166625 Pyroelectric intrusion detection in motor vehicles 
AU3737400 Intrusion detection system 
FR2795212 Goods/personnel protection surveillance zone alert/alarm having 

presence detector feeding comparators and differentiating detection 
zones wi 

WO0074018 Omni-directional security and lighting system 
GB2350898 Ultrasonic intrusion detection system 
WO0070458 Method of communications and communication network intrusion 

protection methods and intrusion attempt detection system 
JP2000268290 Intrusion detection control device in automatic running area 
US6137405 Remotely controlled intrusion alarm and detection system 
US6134664 Method and system for reducing the volume of audit data and 

normalizing the audit data received from heterogeneous sources 
US6127926 Intrusion sensing systems 
KR243384 Intrusion detection method and its system system of intentional bad 

users for protecting ca system 
EP1039313 Intrusion detection process and device 
WO0054458 Intrusion detection system 
US6111502 Method and device for keeping watch over premises by having 

differing activation times of sensors 
GB2348004 Ultrasonic intrusion detection 
AU2046400 Computer network intrusion detection 
CN1260661 Monitor for city power invasion of communication cable 
US6100803 Infrared illuminative warning detector 
GB2347327 Synchronized communication system 
US6097429 Site control unit for video security system 
WO0034867 A method and apparatus for providing network and computer system 

security 
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WO0034847 Computer network intrusion detection 
WO0021051 Intrusion detection fence with trip wires and common actuator 
WO0017021 Alarm and immobiliser with gsm cellular phone 
WO0007312 System for intrusion detection and vulnerability analysis in a 

telecommunications signaling network 
WO0002115 Method and system for reducing the volume of audit data and 

normalizing the audit data received from heterogeneous sources 
US6087938 Outdoor intrusion detector 
US6081193 Electronic intrusion detection system for monitored environments 
AU6118999 Intrusion detection fence with trip wires and common actuator 
US6069655 Advanced video security system 
AU5248899 System for intrusion detection and vulnerability analysis in a 

telecommunications signaling network 
US6050369 Elevator shaftway intrusion device using optical imaging processing 
GB2343750 Intrusion detection system utilising level of received signal and 

Doppler shift signal to identify intrusion 
FR2785428 Intruder detection method, involves using car interior pressure 

detector with analysis system for measuring positive and negative 
peak press 

EP0994473 Dust-proofing mechanism for a disc cartridge in a disc drive 
DE19844458 Theft protection method especially for motor vehicle 
JP2000048269 Intrusion position detection device 
US6037902 Intrusion detection systems employing active detectors 
US6035368 Protection method against eeprom-directed intrusion into a mobile 

communication device that has a processor, and a device having such 
protec 

EP0985995 Method and apparatus for intrusion detection in computers and 
computer networks 
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Patents on Intrusion Detection in 2001: 
 
Número de 
publicación 

Título 

AU5858100 Intrusion detector with power consumption control and method for 
intrusion detection 

AU5564101 Method and system for intrusion detection in a computer network 
US2001056542 Tamper resistant card enclosure with improved intrusion detection 

circuit 
AU4735101 Method and system for dynamic network intrusion monitoring, 

detection and response 
WO0199075 Object proximity/security adaptive event detection 
US2001052851 Object proximity/security adaptive event detection 
WO0192070 Intrusion detector with power consumption control and method for 

intrusion detection 
US2001047483 Hood intrusion and loss of AC power detection with automatic time 

stamp 
GB2363233 Tamper resistant card enclosure with intrusion detection circuit 
EP1160646 Floating intrusion detection platforms 
WO0184774 Characterizing network traffic from packet parameters 
WO0184285 Method and system for managing computer security information 
WO0184270 Method and system for intrusion detection in a computer network 
WO0182256 Improved device for making an access secure 
US6310555 Water leak detector 
US2001035837 System and method for intrusion detection using a time domain radar 

array 
GB2362076 Network intrusion detector which detects pre-attack probes or scans 
FR2808363 No English title available. 
US2001029791 Steering force detecting magnetostrictive torque sensor 
WO0175829 Warning device for protecting a container against intrusion 
US6300872 Object proximity/security adaptive event detection 
US2001028307 Method and apparatus for electrodynamic intrusion detection 
WO0171499 Method and system for dynamic network intrusion monitoring, 

detection and response 
US2001024162 Optical intrusion detection system using mode coupling 
EP1137976 Computer network intrusion detection 
US6292898 Active erasure of electronically stored data upon tamper detection 
EP1136963 Intrusion detection device 
AU1728301 Method for automatic intrusion detection and deflection in a network 
US6289456 Hood intrusion and loss of AC power detection with automatic time 

stamp 
US6288640 Open transmission line intrusion detection system using frequency 

spectrum analysis 
EP1132879 Optical intrusion detection system using mode coupling 
AU3072201 Intrusion detection for object security 
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AU2903901 Features generation for use in computer network intrusion detection 
AU1575401 Method and apparatus for training a neural network model for use in 

computer network intrusion detection 
US6282546 System and method for real-time insertion of data into a multi-

dimensional database for network intrusion detection and 
vulnerability assess 

US6281790 Method and apparatus for remotely monitoring a site 
US6279113 Dynamic signature inspection-based network intrusion detection 
US6278373 Laser intrusion system for detecting motion in a swimming pool 
US6275942 System, method and computer program product for automatic 

response to computer system misuse using active response modules 
US6271754 Method and system for detecting intrusions into a particular region 
GB2359354 Smoke detector and insect screen 
EP1125265 Intrusion detection fence with trip wires and common actuator 
US2001010492 Intrusion alarm and detection system 
US2001008549 Bandpass-limiting device for a receiver 
EP1117080 Laser image projection with infrared obstacle detection 
US6252507 Intrusion detection system using quiet signal band detection 
GB2357868 Method and system for reducing the volume of audit data and 

nomalizing the audit data received from heterogeneous sources 
AU7473000 Extensible intrusion detection system 
US6243756 Network device with unified management 
US6239741 UWB dual tunnel diode detector for object detection, measurement, 

or avoidance 
WO0139379 Method for automatic intrusion detection and deflection in a network 
WO0135635 Intrusion detection for object security 
EP1101304 System for intrusion detection and vulnerability analysis in a 

telecommunications signaling network 
AU7981700 System and method for intrusion detection using a time domain radar 

array 
WO0131421 Method and apparatus for training a neural network model for use in 

computer network intrusion detection 
WO0131420 Features generation for use in computer network intrusion detection 
CN1289104 Intelligent imaging invasion-detecting sensor 
US6211522 Passive infra-red intrusion sensor 
FR2799784 Swimming pool fence intrusion detection system having ground fixed 

posts pad connected and detector detecting fence movement/setting 
off ala 

EP1093099 Automatic detection and signalling system of dangerous or 
emergency situations 

US6208248 Quick response perimeter intrusion detection sensor 
US6198389 Integrated individual sensor control in a security system 
US6188318 Dual-technology intrusion detector with pet immunity 
US6171025 Method for pipeline leak detection 
EP1087259 Solution feeding apparatus and solution feeding method 
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US6182223 Method and apparatus for preventing unauthorized access to 
computer-stored information 

US6179704 Coin dispenser with pilferage detection 
WO0117162 Extensible intrusion detection system 
WO0117161 System and method for using signatures to detect computer intrusions 
WO0116912 Method and apparatus for remotely monitoring a site 
WO0116745 System and method for using login correlations to detect intrusions 
WO0116709 System and method for using timestamps to detect attacks 
WO0116708 System and method for detecting buffer overflow attacks 
WO0116675 System and method for analyzing filesystems to detect intrusions 
WO0116664 System and method for detecting computer intrusions 
US6177903 System and method for intrusion detection using a time domain radar 

array 
GB2353885 Dynamic system defence for information warfare 
GB2353449 Monitoring a network gateway for cracker attacks 
GB2353362 Coil transducer with magnetic field compensating means 
AU727852 An electronic intrusion detection system for monitored environments 
 



Technical Report #MISYG-2004-06 
 

– 18 – 

Patents on Intrusion Detection in 2002: 
 
US2002178383 Method and apparatus for verifying the integrity and security of 

computer networks and implementing counter measures  
EP1266792 Vehicle occupant side crash protection system  
WO02097587 Method and system for implementing security devices in a network  
US2002194469 Intrusion detection in data processing systems  
EP1258849 Anti-intrusion detecting device  
WO02096028 Network based intrusion detection system  
US2002174367 Method and apparatus for remotely monitoring a site  
WO02089080 System and method for detecting, localizing, or classifying a disturbance 

using a waveguide sensor system  
WO02088985 Method and apparatus for intercepting performance metric packets for 

improved security and intrusion detection  
US2002158790 System and method for intrusion detection using a time domain radar 

array  
WO02082004 Motion detection apparatus employing millimeter wave detector  
WO02065418 Intrusion detection device for a fence  
WO02095543 Apparatus and method for providing secure network communication  
US2002162026 Apparatus and method for providing secure network communication  
CA2430645 Method and apparatus for moisture detection in exterior sheathing of 

residential and commercial buildings  
CA2370534 Method and apparatus for moisture detection in exterior sheathing of 

residential and commercial buildings  
US2002113696 Intrusion detector with power consumption control and method for 

intrusion detection  
US2002130781 Method and apparatus for moisture detection in exterior sheathing of 

residential and commercial buildings  
US2002117358 Hoistway intrusion detection  
WO0248958 Method for training a hierarchical neural-network intrusion detector  
WO0248959 A hierarchical neural network intrusion detector  
US2002159598 System and method of dynamic key generation for digital 

communications  
WO0245380 Flow-based detection of network intrusions  
WO0244871 Scalable system for monitoring network system and components and 

methodology therefore  
US2002053977 Method and apparatus for improving the sensitivity of a taut wire 

intrusion detection system  
US2002057200 Multifrequency monitoring and/or alarm device and process  
EP1229375 Optical cross-switch gas intrusion detector and detection method  
US2002036830 Vehicle control system and method  
US2002066035 Active intrusion resistant environment of layered object and 

compartment keys (AIRELOCK)  
US2002060639 Intrusion detection radar system  
US2002067259 Portal intrusion detection apparatus and method  
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WO0223218 System and method for detecting an intruder using impulse radio 
technology  

WO0223808 Network management system  
US2002130807 System and method for detecting an intruder using impulse radio 

technology  
WO0219077 Probabilistic alert correlation  
US2002041232 FM CW cable guided intrusion detection radar  
US2002059078 Probabilistic alert correlation  
WO0219642 Method and system for internet hosting and security  
US2002073337 Method and system for internet hosting and security  
WO0227443 Global computer network intrusion detection system  
WO0245040 A security system for windows  
WO0205237 Intrusion detection device  
US6462657 Intrusion detection apparatus having a virtual capacitor  
US2002083343 Computer architecture for an intrusion detection system  
US2002046275 System and method for host and network based intrusion detection and 

response  
US2002188859 DNA intrusion detection method  
WO02075476 Systems and methods for dynamic detection and prevention of electronic 

fraud and network intrusion  
US2002178378 Secure intrusion detection system  
FR2825187 Electronic payment keyboard with intrusion detection, in which 

movement of keyboard cover from its mounted position triggers an 
intrusion alarm  

JP2002342276 System and method for detecting network intrusion  
JP2002335246 Method and device for examining network base invasion, program for 

network base invasion examination and recording medium therefore  
US2002169982 Method of operating an intrusion detection system according to a set of 

business rules 
US2002078381 Method and System for Managing Computer Security Information  
JP2002329277  System for monitoring room entrance/exit 
FR2823887 Integrated circuits fitted with intruder protection, uses gas filled sealed 

enclosure over circuit or part of it, any variation in gas pressure actuates 
a warning signal generator  

US2002197978 Methodology for the detection of intrusion into radio frequency (RF) 
based networks including tactical data links and the tactical internet  

US2002147925 Method and apparatus for protecting a web server against vandals attacks 
without restricting legitimate access  

US2002034942 Probabilistic reasoning mobile agent system for network testing  
US2002143963 Web server intrusion detection method and apparatus  
JP2002264070 Mobile robot and mobile robot system  
KR2002069760 Network connecting device having hacker intrusion detection function  
US2002112185 Intrusion threat detection  
JP2002252654 Intrusion detection device, system, and router  
JP2002243525 Liquid level detecting device  
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US2002138755 Automatically generating valid behaviour specifications for intrusion 
detection  

US2002105417 Method and apparatus for detecting intrusion and non-intrusion events  
US2002087882 Mehtod and system for dynamic network intrusion monitoring detection 

and response  
KR2002062071 Intrusion detection system capable of controlling access and method for 

responding intrusion  
KR2002062070 System and method for detecting intrusion using diverse intrusion 

detection model  
JP2002211868 Safety device for moving device  
JP2002206252 Backhoe  
JP2002206251 Backhoe  
US2002082886 Method and system for detecting unusual events and application thereof 

in computer intrusion detection  
JP2002196073 Detection system, and recognition tag  
JP2002190070 Life guard system  
EP1244967 Method for automatic intrusion detection and deflection in a network  
JP2002153198 Small animal intrusion-preventing device  
JP2002150439 Detector for intrusion  
EP1228634 Intrusion detection for object security  
FR2815733 Banks/portable telephone/computer security key board having special 

button pressed function state activating electronic key intrusion detection 
and when intrusion detected releasing key  

FR2814895 Industrial site/public place/traffic route remote surveillance system 
having current image reference image compared with block 
transformation measuring spatial activity providing digital intrusion 
signal/reference comparing  

FR2814894 Industrial site/public place/road traffic intrusion detection system having 
video scene block transformed/spatial activity determined and previous 
current image compared with evolving luminosity weighting applied  

FR2814893 Industrial sites/public places/road traffic remote tele surveillance 
intrusion detection having video camera output reference compared and 
spatial movement transform with output set level compared  

JP2002096149 Venting device for die-casting metal die  
JP2002086154 Sterilization treatment system of waste water  
US6353385 Method and system for interfacing an intrusion detection system to a 

central alarm system  
JP2002074660 Phase demodulation method, phase demodulator and information 

recording/reproducing device  
JP2002062366 Object detecting device  
JP2002051329 Multi-point monitoring camera device  
US6483432 Intrusion alarm and detection system  
GB2365120 Multipurpose passive infrared detector  
CA2313908 Intrusion detection in networks using singular value decomposition  
RU2195023 Signal interface with explosion protection of spark-safe electric circuit 

type  
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TW477140 Embedded intrusion detection system  
EP1226499 Method and system for protecting a communication device from 

intrusion  
US6337625 Intrusion detection process and device  
US6434697 Apparatus for savings system configuration information to shorten 

computer system initialization time  
US6405318 Intrusion detection system  
US6487666 Intrusion detection signature analysis using regular expressions and 

logical operators  
US6477651 Intrusion detection system and method having dynamically loaded 

signatures  
US6415321 Domain mapping method and system  
US6370648 Computer network intrusion detection  
US6460141 Security and access management system for web-enabled and non-web-

enabled applications and content on a computer network  
US6408391 Dynamic system defense for information warfare  
GB2369450 Array of cylindrical lenses and passive infra-red intrusion sensor  
US6470083 Telecommunications off-hook and intrusion detection method and 

apparatus  
US6388574 Optical chassis intrusion detection with power on or off  
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Patents on Intrusion Detection in 2003: 
 
Número de 
publicación Título 
AU2003237842 Method and system for wireless intrusion detection  
AU2003233640 Adaptive intrusion detection system  
CA2486970  Contactless charging system for artificial organ a storage device and a 

feeding device for use with this system  
CN1423892 Intrusion detection for object security  
AU2003222961 Intrusion detection system  
AU2002337326 Dynamic reconfiguration of encryption upon detection of intrusion  
AU2003225897 System and method of intrusion detection employing broad-scope 

monitoring  
AU2003223551 Intrusion detection system for wireless networks  
AU2003223379 Adaptive behavioral intrusion detection systems and methods  
AU2003220582 Method and system for reducing the false alarm rate of network 

intrusion detection systems 
AU2003214237 Firewall system and method via feedback from broad scope monitoring 

for intrusion detection  
CA2485192 Method and apparatus for remotely monitoring a site  
CA2484461 Method and system for analyzing and addressing alarms from network 

intrusion detection systems  
AU2003225531 Integrated network intrusion detection  
AU2002356699 Method for intrusion detection in a database system  
CN1460932 Hierarchial invasion detection system based on related characteristic 

cluster  
WO03104892 Image projector and image projecting method  
WO0310321 Systems and methods for enhanced network security  
CA2430523 Method and apparatus for pool alarm system  
US2003222778 Intrusion detection, tracking, and identification method and apparatus  
WO03100616 Network security system protecting against unauthorized agents  
CN1450758 High performance network intrusion detecting system and detecting 

method  
US2003196123 Method and system for analyzing and addressing alarms from network 

intrusion detection systems  
US2003204363 Infrared out-of-position detection system and method for a vehicle 

restraint system  
WO03085614 Security system  
US2003212910 Method and system for reducing the false alarm rate of network 

intrusion detection systems  
US2003184436 Security system  
US2003217039 System and method for network vulnerability detection and reporting  
US2003156027 Intrusion detecting device  
WO03069570 Dual-mirror two-fingered lookdown optical detector assembly  
WO03067194 Threshold detection method and device  
JP2003256793 Semiconductor integrated circuit with safety function  
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WO03066434 Aircraft flight and voice data recorder system and method  
US2003090371 Pyroelectric intrusion detection in motor vehicles  
US2003151501 Mobile asset security and monitoring system  
US2003117023 Safety-shutoff device for a manually fed processing machine  
US2003067542 Apparatus for and method of collecting and distributing event data to 

strategic security personnel and response vehicles  
US2003108042 Characterizing network traffic from packet parameters  
US2003110398 Method, computer program element and a system for processing alarms 

triggered by a monitoring system  
GB2381722 Intrusion detection (id) system which uses signature and squelch values 

to prevent bandwidth (flood) attacks on a server  
GB2382755 Node and mobile device for a mobile telecommunications network 

providing intrusion detection/prevention  
GB2382283 A three-layered intrusion prevention system for detecting network 

exploits  
GB2382261 Inserting an intrusion prevention system into a network stack  
GB2385689 Specifying the attack identities and policies for handling such attacks in 

an intrusion detection system  
GB2382260 Network intrusion detection system and method  
US2003115486 Intrusion detection method using adaptive rule estimation in network-

based instrusion detection system  
US2003159069 Network-based attack tracing system and method using distributed agent 

and manager system  
CN1450757 Method and system for monitoring network intrusion  
WO03029934 Agent-based intrusion detection system  
WO03029934 Security device and intrusion alarm system  
US2003048793 Method and apparatus for data normalization  
US6633254 Self-modulating remote moving target detector  
US2003105859 Intrusion detection  
WO03032608 Active intrusion resistant environment of layered object and 

compartment keys  
WO03014891 An airborne security manager  
WO03015375 Network security architecture for a mobile network platform  
US6650239 Outdoor intrusion detection alarm  
US2003014664 Intrusion detection method and system  
US2003236995 Method and apparatus for facilitating detection of network intrusion  
US2003236992 Method and system for providing secure logging for intrusion detection  
US2003004688 Virtual intrusion detection system and method of using same  
US2003233567 Method and system for actively defending a wireless LAN against 

attacks  
US2003217283 Method and system for encrypted network management and intrusion 

detection  
WO03017218 Intrusion identification system using microwave barrier  
US2003110396 Method and apparatus for predicting and preventing attacks in 

communications networks  
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US2003020610 System and method for detecting, localizing, or classifying a disturbance 
using a waveguide sensor system  

US2003204728 Steganographically authenticated packet traffic  
JP2003315198 Damage detection method for water container, detection method of 

water leakage or external water intrusion caused by damage, and 
repairing method for damaged portion of detected water container  

JP2003314875 Dust intrusion prevention device and sheet shutter  
JP2003316877 System for maintaining, controlling and managing environment of 

unmanned facility room 
US2003191953 Enhanced computer intrusion detection methods and systems  
JP2003296828 Intrusion detection sensor  
US2003188189 Multi-level and multi-platform intrusion detection and response system  
US2003179083 Intrusion detection system using linear imaging  
US2003177232 Load balancer based computer intrusion detection device  
JP2003269915 Monitor for three-dimensional space  
US2003020609 Warning system  
TW550522 Anti-theft detection device  
JP2003263686 Intrusion warning device  
JP2003256939 Intrusion detection sensor taking countermeasure against obstruction 

using light source  
JP2003241475 Image forming apparatus  
US2003104800 Telephone with alarm signalling  
JP2003235726 Rice cooker  
US2003154402 System and method for storing events to enhance intrusion detection  
US2003151507 Automotive security and monitoring system  
EP1335557 Method for computer network intrusion detection using pattern 

matching  
JP2003231304 Printer, printing data supply device for supplying printing data to the 

printer, and printing system  
US2003149887 Application-specific network intrusion detection  
JP2003220266 Game machine, computer program, and recording medium  
JP2003220265 Game machine, computer program, and recording medium  
US2003145226 Integrated intrusion detection services  
US2003145225 Intrusion event filtering and generic attack signatures  
US2003145224 Method and system for detecting and preventing an intrusion in multiple 

platform computing environments  
WO03060717 System and method for network vulnerability detection and reporting  
US2003195861 System and method for network vulnerability detection and reporting  
JP2003204358 Intrusion detector, intrusion detection method, and intrusion detection 

program  
JP2003196754 Device for warning intrusion and method thereof  
KR2003056148 Security gateway system using multiple intrusion detection objects and 

intrusion detection method  
KR2003054659 Hidden-type intrusion detection and cutoff controlling system and 

controlling method thereof  
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KR2003054604 Message transmission unit for delivering security policy in global 
intrusion detection system and method for delivering security policy 
using the same  

KR2003051994 System and method for judging attack using log monitoring on intrusion 
detection system  

JP2003187339 Intrusion guard device  
JP2003187344 Security sensor and security system  
US2003110393 Intrusion detection method and signature table  
JP2003174524 Information notification system  
JP2003173869 Display device  
US2003105976 Flow-based detection of network intrusions  
JP2003167050 On-vehicle intrusion detector  
JP2003158480 Sin título en inglés disponible  
US2003167404 Security system for networks and the method thereof  
US2003093692 Global deployment of host-based intrusion sensors  
JP2003149378 Neutron measuring device  
US2003084328 Method and computer-readable medium for integrating a decode engine 

with an intrusion detection system  
US2003084327 System and method for detecting and controlling a drone implanted in a 

network attached device such as a computer  
US2003084322 System and method of an OS-integrated intrusion detection and anti-

virus system  
JP2003130337 Combustion device  
JP2003115085 Burglar prevention system for house  
US2003065945 Protecting a data processing system from attack by a vandal who uses a 

vulnerability scanner  
US2003061514 Limiting the output of alerts generated by an intrusion detection sensor 

during a denial of service attack  
JP2003105807 Stop control method in intrusion-prohibitive region for service car and 

its controller  
JP2003092603 Network intrusion detecting system, apparatus and program  
US2003093514 Prioritizing bayes network alerts  
JP2003085664 Smoke sensor  
JP2003085139 Intrusion detecting control system  
US2003046582 Hierarchical correlation of intrusion detection events  
JP2003067870 Security system  
JP2003063608 Automatic warehouse  
JP2003060712 System and method for monitoring intrusion  
JP2003051077 Crime prevention device  
JP2003051076 Device for monitoring intrusion  
JP2003038672 Alarming device for operation box of gas system fire extinguishing 

equipment  
US2003023876 Correlating network information and intrusion information to find the 

entry point of an attack upon a protected computer  
KR2003010263 Multi-stage intrusion detection engine  
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JP2003036457 System for managing entrance and leaving  
JP2003028088  Drainage method 
JP2003030758 Security system for ground aquaculture 
US2003023874 System for integrating security and access for facilities and information 

systems  
US2003009693 Dynamic intrusion detection for computer systems  
S6513122 Secure gateway for analyzing textual content to identify a harmful 

impact on computer systems with known vulnerabilities  
JP2003016543 Device for watching intrusion  
JP2003016542 Device for watching intrusion  
US6583721 Intrusion detection fence with trip wires and common actuator  
US6515582 Pyroelectric intrusion detection in motor vehicles  
US6647400 System and method for analyzing filesystems to detect intrusions  
US6580815 Page back intrusion detection device  
US6581445 Distributed fiber optic moisture intrusion sensing system  
US6593850 Wireless intrusion detector with test mode  
US6671811 Features generation for use in computer network intrusion detection  
US6519698 Method for saving system configuration information to shorten 

computer system initialization time by checking the state of a chassis 
intrusion detection circuit  

GB2381911 Dynamic system defence for information warfare  
US6609205 Network intrusion detection signature analysis using decision graphs  
US6578147 Parallel intrusion detection sensors with load balancing for high speed 

networks  
US6584565 Method and apparatus for long term verification of digital signatures 
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Patents on Intrusion Detection in 2004: 
 
AU2003268074 Wireless local or metropolitan area network with intrusion detection 

features and related methods  
AU2003268073 Mobile ad-hoc network with intrusion detection features and related 

methods  
AU2003261445 Intrusion detection system and network flow director method  
AU2003255263 Mobile ad-hoc network with intrusion detection features and related 

methods  
AU2003255262 Wireless local on metropolitan area network with intrusion detection 

features and related methods  
TW594033 An in-car intrusion detection system  
TW587036 Multi-function electronic lock device  
CA2464784 Multi-layered firewall architecture  
US2004263329 Method and apparatus for detecting unauthorized intrusion into a 

container  
US2004255163 Preventing attacks in a data processing system  
US2004255162 Security gateway system and method for intrusion detection  
US2004250134 Data collectors in connection-based intrusion detection  
US2004261030 Feedback mechanism to minimize false assertions of a network 

intrusion  
US2004260945 Integrated intrusion detection system and method  
US2004255157 Agent-based intrusion detection system  
US2004255153 Application based intrusion detection  
US6836213 Method and apparatus for improving the sensitivity of a taut wire 

intrusion detection system  
US6833788 Intrusion detection radio appliance  
EP1490768 Adaptive behavioral intrusion detection systems and methods  
EP1491019 Method and system for reducing the false alarm rate of network 

intrusion detection systems  
WO2004102142 Deflection sensing system  
US6826697 System and method for detecting buffer overflow attacks  
JP2004308364 Drain valve opening and closing device  
JP2004305148 Automatic culture apparatus  
JP2004312083 Learning data generating apparatus, intrusion detection system, and its 

program  
WO2004100095 Fiber optic security system for sensing the intrusion of secured 

locations  
WO2004095305 Network security tap for use with intrusion detection system  
US2004225627 Synthesis of anomalous data to create artificial feature sets and use of 

same in computer network intrusion detection systems  
US2004221178 Firewall system and method via feedback from broad-scope monitoring 

for intrusion detection  
US2004223056 Perimeter intrusion detection and deterrent system  
US6819710 Integrated modem and line-isolation circuitry and associated method 
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having intrusion detection  
US2004230834 Steady state computer intrusion and misuse detection  
US2004221171 Intrusion detector based on mouse dynamics analysis  
US6819849 Intrusion detection system for secure fiber optics  
JP2004303093 Fire-setting detection system  
JP2004301735 Penetration implement used for magnetic prospecting, and magnetic 

prospecting method  
FR2855268 Welded joints intrusions detection device for agro-food industry, has 

light source reflecting light on welded joint of package and analyzing 
unit analyzing portion of light to detect eventual presence of intrusions 
of joint  

FR2855298 Wireless alarm system for domestic application, has device that is out 
of range of wireless coverage zone of central control system and within 
range of coverage zone of alarm or intrusion detection device  

EP1473198 Infrared out-of-position detection system and method for a vehicle 
restraint system  

US2004162995 Intrusion detection system for wireless networks  
US2004194124 Intrusion detection for object security  
WO2004092924 Method and system for locating a wireless access device in a wireless 

network  
US2004183668 Interactive video monitoring (IVM) process  
WO2004084063 Method and system for preventing virus infection  
US2004179477 Method and apparatus for processing network packets  
US2004205360 Methods and systems for intrusion detection  
US2004135688 Motion detection apparatus employing millimeter wave detector  
US2004193943 Multiparameter network fault detection system using probabilistic and 

aggregation analysis  
US2004189510 Intrusion identification system using microwave barrier  
US2004157556 System for intrusion detection  
WO2004070547 Method and device for monitoring data traffic and preventing 

unauthorized access to a network  
US2004143756 Method of and system for detecting an anomalous operation of a 

computer system  
US2004181691 System and method for real-time detection of computer system files 

intrusion  
WO2004079353 Device for monitoring the contact integrity of a joint  
US2004169131 Intrusion detection system  
US2004215832 Network tap with interchangeable ports  
US2004139353 Methodology and system for real time information system application 

intrusion detection  
US2004199791 Connection table for intrusion detection  
EP1418484 Event sequence detection  
WO2004042524 Intrusion detection system  
WO2004040415 Wireless sensor system for environmental monitoring and control  
US2004090329 RF based positioning and intrusion detection using a wireless sensor 



Technical Report #MISYG-2004-06 
 

– 29 – 

network  
EP1414215 System and methodology providing automation security protocols and 

intrusion detection in an industrial controller environment  
US2004208375 Automatic intrusion detection system for perimeter defense  
GB2396694 Multi-function security sensor cable with fibre-optic security sensor and 

system with integrated secure data transmission and power cables  
WO2004040427 Intrusion detection accelerator  
US2004123155 Communications monitoring, processing and intrusion detection  
US2004117658 Security monitoring and intrusion detection system  
WO2004028121 System and method for wireless local area network monitoring and 

intrusion detection  
US2004107219 System and method for wireless local area network monitoring and 

intrusion detection  
US2004056768 Photovoltaic power generation systems and methods of controlling 

photovoltaic power generation systems  
WO2004019186 Determining threat level associated with network activity  
US2004044912 Determining threat level associated with network activity  
EP1398744 Method and device for managing an alarm system  
US2004098618 System and method for defending against distributed denial-of-service 

attack on active network  
US2004095236 Portable instantaneous wireless event based photo identification and 

alerting security system  
US2004034800 Intrusion detection system and network flow director method  
US2004021599 System and method for detecting an intruder using impulse radio 

technology  
WO2004012063 Intrusion detection system  
US2004017443 Liquid detection method, liquid detection apparatus and printing 

apparatus using the liquid detection  
JP2004046863 Closed space device equipped with intrusion detection sensor panel, 

closed space monitoring method, and structure of intrusion detection 
sensor panel  

EP1378813 Security policy enforcement systems  
WO2004003880 Method and system for free-space imaging display and interface  
JP2004070298 Image projector and image projecting method  
US2004054505 Hierarchial neural network intrusion detector  
US2004059947 Method for training a hierarchical neural-network intrusion detector  
US2004027270 System and method for intrusion detection using a time domain radar 

array  
US2004088583 Alert transmission apparatus and method for policy-based intrusion 

detection and response  
US2004073800 Adaptive intrusion detection system  
JP2004334426 Intrusion crime prevention system  
US2004012493 Security system for windows  
US2004215972 Computationally intelligent agents for distributed intrusion detection 

system and method of practicing same  
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GB2399828 Electrified fence  
JP2004285899 Throttle body  
JP2004286567 Detector and method for detecting intrusion object  
JP2004274654 Apparatus and method for automatically setting security, and recording 

medium  
US2004078384 System and method for network vulnerability detection and reporting  
US2004015728 System and method for network vulnerability detection and reporting  
JP2004267462 Ultrasonic puncture system  
JP2004271036 Flame sensor  
JP2004265254 Intruder reporting device  
US2004021947 Vehicle image capture system  
JP2004247217 Electronic apparatus and fuel cell used for it  
JP2004237782 Bicycle parking machine and parking place management system  
JP2004234513 Insurance presentation system, insurance presentation server, insurance 

presentation method, and program  
US2004145469 Intrusion detector  
EP1470691 Integrated network intrusion detection  
JP2004222574 Method for driving bird/harmful animal away with firework explosion 

sound and smell against their intrusion for protecting securing area of 
orchard or field from damage  

US2004143761 Method for protecting security of network intrusion detection sensors  
US2004143759 System for protecting security of a provisionable network  
JP2004220373 Unauthorized access detection log information analysis support system, 

unauthorized access detection log information analysis support method, 
and computer program thereof  

JP2004220242 Intrusion sensing device  
JP2004218463 Device for preventing water intrusion into vehicle component  
US2004128543 Method and system for morphing honeypot with computer security 

incident correlation  
US2004124972 Window anti-pinch and intrusion alarm  
JP2004214922 System for supporting prevention of illegal dumping  
JP2004210098 Bearing unit for wheel and its manufacturing method  
JP2004201888 Winning detection and monitoring device of pachinko game machine  
US2004049695 System for providing a real-time attacking connection traceback using a 

packet watermark insertion technique and method therefor  
JP2004206279 Home crime prevention equipment  
US2004123141 Multi-tier intrusion detection system  
US2004111638 Rule-based network survivability framework  
US2004107361 System for high speed network intrusion detection  
JP2004185124 Security system  
JP2004180169 Lighting device and monitoring system  
  
JP2004179999 Intrusion detector and method therefor  
  
US6792546 Intrusion detection signature analysis using regular expressions and 
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logical operators  
JP2004171235 Antitheft system  
US2004098617 Specification-based anomaly detection  
JP2004170135 Air-fuel ratio detection apparatus  
FR2847174 Multi-player interactive game having holes/detectors detecting intrusion 

with central processing unit/loudspeakers and sound sequences 
randomly activated with detection signal/controlled following intrusions 

JP2004156726 Rolling bearing device with sensor  
US6785821 Intrusion detection system and method having dynamically loaded 

signatures  
JP2004149082 Air-intrusion detection device of hydraulic brake for vehicle  
JP2004141119 Animal repelling apparatus  
JP2004140586 Intrusion supervisory system, control apparatus thereof, supervisory 

terminal, and intrusion supervisory program  
JP2004138132 Piping information generating system, and piping management system 

using the same  
JP2004133817 Crime prevention monitoring system  
JP2004122946 Intruding object detection device  
JP2004128541 Remote monitoring method and portable telephone  
JP2004114976 Moving body periphery monitoring device  
  
JP2004116507 Oil level gauge having oil scales and unevenly grooved part in detection 

surface  
JP2004118450 Trespass detecting device for gate unit  
JP2004118450 Modular system for detecting, filtering and providing notice about 

attack events associated with network security  
EP1430377 Agent-based intrusion detection system  
JP2004086535 Crime prevention device and crime prevention system  
JP2004088298 Information equipment, information system and its control method, and 

program  
JP2004086241 Computer virus infection source detection system  
US2004032326 Intruder detection device and intruder detection method  
JP2004072415 Intruding object detector  
JP2004070583 Coin processor  
US2004024864 User, process, and application tracking in an intrusion detection system  
US2004205474 System and methods for intrusion detection with dynamic window sizes 
JP2004061335 Pyroelectric sensor and lighting device with pyroelectric sensor  
JP2004052521 Detecting device of embarkation station  
JP2004046742 Attack analysis apparatus, sensor, attack analysis method and program  
JP2004047346 Illumination control system  
JP2004038761 Security system using robot for domestic purpose  
JP2004037207 Method for detecting water infiltration in cable  
JP2004040272 Network camera, remote monitor / control system, and control method 

employing the same  
JP2004030287 Bi-directional network intrusion detection system and bi-directional 
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intrusion detection program  
JP2004030286 Intrusion detection system and intrusion detection program  
JP2004028797 Pressure detector and method for manufacturing the same  
JP2004021958 Rupture detecting and alarming device for conductor or light emitting 

conductor spread like sheet  
JP2004013371 Coin identifying device  
EP1390865 Method and apparatus for intercepting performance metric packets for 

improved security and intrusion detection  
TW574655 A WLAN network security control and intrusion detection method  
US6774790 Solar powered perimeter beam  
US6791451 System and method for improving the security of storage of firearms 

and other objects, and for aiding the recovery of such if removed from 
storage  

US6771696 Integrated modem and line-isolation circuitry and associated method 
utilizing a DC termination pin to monitor line voltage  

AU773737 Method of communications and communication network intrusion 
protection methods and intrusion attempt detection system  

US6742124 Sequence-based anomaly detection using a distance matrix  
US6735703 Multi-platform sequence-based anomaly detection wrapper  
US6754908 Intrusion detection for object security  
US6684329 System and method for increasing the resiliency of firewall systems  
US6775657 Multilayered intrusion detection system and method  
AU770699 Computer network intrusion detection  
US6769066 Method and apparatus for training a neural network model for use in 

computer network intrusion detection  
US6789202 Method and apparatus for providing a policy-driven intrusion detection 

system  
US6795926 Prevention of power state change in response to chassis intrusion when 

computer system is not in powered up power state  
US6681331 Dynamic software system intrusion detection  
US6711127 System for intrusion detection and vulnerability analysis in a 

telecommunications signaling network  
 
 


